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Abstract
The threats scenario of radio-frequency interference in maritime domain has been assessed 
through the results of measurement campaigns in the Baltic and North Seas. This work pre-
sents the monitoring equipment deployed for real-time interference detection and displaying 
capabilities, allowing live assessment of the interference impacts. The measurement system 
and the results of the post-campaign processing of the recorded data are described charac-
terizing the observed interference signals and the impact on the satellite-based navigation of 
GPS L1/L5 and Galileo E1/E5a open services. The geographical distribution of the interfer-
ence events and the severity of the situation is discussed.

Resumé
Le scénario de menaces d'interférences radiofréquences dans le domaine maritime a été évalué grâce aux 
résultats des campagnes de mesure dans la mer Baltique et la mer du Nord. Ce travail présente l'équipe-
ment de surveillance déployé pour la détection des interférences en temps réel et les capacités d'affichage, 
permettant l'évaluation en direct des impacts des interférences. Le système de mesure et les résultats du 
traitement post-campagne des données enregistrées sont décrits pour caractériser les signaux de brouil-
lage observés et l'impact sur la navigation par satellite des services ouverts GPS L1/L5 et Galileo E1/E5a. 
La distribution géographique des interférences et la gravité de la situation sont discutées.
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Resumen
El escenario de amenazas de interferencias a las radiofrecuencias en el ámbito marítimo se ha evaluado a 
través de los resultados de campañas de medición en los Mares Báltico y del Norte. Este trabajo presenta 
el equipo de seguimiento desplegado con capacidad de detección y presentación de interferencias en 
tiempo real, permitiendo la evaluación en directo de los impactos de las interferencias. Describe el sistema 
de medición y los resultados del procesamiento posterior a la campaña de los datos registrados, caracter-
izando las señales de interferencia observadas y el impacto en la navegación por satélite de los servicios 
abiertos GPS L1/L5 y Galileo E1/E5a. Se debate la distribución geográfica de los eventos de interferencia 
y la gravedad de la situación.



83https://doi.org/10.58440/ihr-30-2-a13 IHR VOL. 30 · Nº 2 — NOVEMBER 2024

SATELLITE NAVIGATION INTERFERENCE MONITORING IN THE BALTIC AND NORTH SEAS

1 Introduction
Global navigation satellite systems (GNSS), such as 
the American GPS and the European Galileo, have 
very low-power received signals, sitting even bellow 
the noise level of a typical receiver, due to the long 
propagation paths between satellites and Earth re-
ceivers. For this reason, the system is considerably 
vulnerable to interference signals, which might come 
from varied sources, from TV stations to portable pri-
vacy devices (Dovis, 2015). Non-intentional GNSS 
interference might be caused by spurious transmis-
sions generated by faults on electronic systems, by 
natural phenomena like solar bursts, and by other 
electronic systems sharing the spectrum, such as 
Aeronautical Radio-Navigation Services (ARNS) 
whose signals give support to the navigation of 
aircrafts. Intentional interference is caused by a ma-
licious agent whose objective is to disrupt navigation 
by jamming or spoofing the signal. Jammers operate 
by emitting strong signals that saturate the GNSS 
receiver, and thus makes it blind to the satellites. 
Spoofers, as described in Günther (2014), intend to 
cause wrongful operation of the receiver, leading to 
integrity risks. Usually spoofing is achieved through 
the emission of fake GNSS signals carrying false po-
sitioning information. An overview of different types of 
GNSS interference and corresponding countermeas-
ures can be found in Morales-Ferre et al. (2019).

Because of the ever-increasing reliance of the 
modern world on GNSS services (e.g. localization 
for transports, and time synchronization for banking 
systems), and the growing number of interference 
events, the attention on the threats posed by the 
GNSS interference has increased, bringing about ef-
forts to closely monitor the situation and counteract 
accordingly. Because of good visibility of interference 
sources at the flight altitudes of airplanes even at long 
distances, the aviation community was probably one 
of the first alarmed and starting to search for efficient 
countermeasures (Duchet & Berz, 2018). The threat 
of GNSS jamming and spoofing was also recognized 
in the maritime domain leading to the inclusion of po-
tential countermeasures in the e-Navigation plan is-
sued by the International Maritime Organization (IMO, 
2018). For supporting the identification of the suitable 
countermeasures, possible impact of GNSS jamming 
and spoofing on maritime navigation has been experi-
mentally studied by several research groups (Grant et 
al., 2009; Medina et al., 2019; Bhatti & Humphreys, 
2017; Appel et al., 2019). Although some large inter-
ference events got well known to the GNSS commu-
nity, see for example a detailed analysis of so-called 
Black Sea spoofing event in C4ADS (2019), the ac-
tual interference situation experienced by the GNSS 
users in the maritime domain on the everyday basis 
is, however, not really well studied. While the interfer-
ence threat scenarios for GNSS users in the aviation 
and ground-based navigation domains can be well 
assessed using information from multiple measure-
ments campaigns (Dumville, 2018; Thombre et al., 

2017; Gerrard et al., 2021; Sokolova et al., 2022) 
and existing monitoring capabilities (Jada, 2022; 
Raghuvanshi et al., 2024; Wiseman, 2022; Liu et 
al., 2023; SkAI-Data-Services, 2023) only few mari-
time-dedicated campaigns have been carried out in 
the past (Pérez-Marcos et al., 2018). 

In this regard, the German Aerospace Center (DLR) 
in partnership with the German Federal Maritime 
and Hydrographic Agency (BSH) and the Maritime 
German Federal Police (BPol See) conducted meas-
urement campaigns in the Baltic and North Seas to 
assess the current situation of the interference sce-
nario in maritime. Three prototypes of an interference 
detection and monitoring system suitable for maritime 
applications have been developed on the basis of the 
DLR’s GALANT receiver platform (Cuntz et al., 2008). 
Thanks to the measurement campaigns, a wealth of 
raw signal data and receiver observables could be 
gathered allowing for the characterization of the many 
interference events through signal processing. With 
these, the scenario of interference in maritime do-
main could be profiled with respect to the days and 
months, and to their location of occurrence.

In Section 2 the developed prototypes are pre-
sented with their antennas and electronic compo-
nents. They provide extended monitoring capabilities 
thanks to the use of array antennas for signal recep-
tion, as has been proven in past in the maritime do-
main (Konovaltsev et al., 2017). The array provides 
spatial diversity for navigation and interference sig-
nals impinging from different directions resulting in 
the capacity of direction-of-arrival estimation, leading 
to the identification of interference sources in some 
situations. The prototypes allow also for real-time 
monitoring of the quality of the navigation signals and 
the signal spectra in two domains: GPS L1/Galileo 
E1 around 1575.42 MHz, and GPS L5/Galileo E5a 
around 1176.45 MHz.

Section 3 presents the interference detection 
strategies based on statistical and spatial signal pro-
cessing, which also allowed for the identification and 
characterization of interference signals. Depending 
on the type of signal waveform, an interference 
event can be more or less destructive to the nominal 
GNSS signals reception. Further in Section 4, the 
perspective of the maritime interference scenario 
is presented with the geographical distributions of 
the relevant interference events in L1 and in L5. In 
Section 5, conclusions are drawn on the current 
threat level on the maritime domain.

2 Monitoring platform
Three prototypes of a system for detecting GNSS 
interference in the form of jamming and spoofing 
signals have been developed in order to allow the 
measurement campaigns and to prepare suitable 
monitoring solutions to be used by state authorities in 
the maritime domain such as BSH and BPol See. The 
interference detection was carried out for the civil sig-
nals of Galileo and GPS in E1/E5a and L1/L5 bands. 
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In the last two prototypes, a suitable graphical user 
interface presenting information about the detected 
interference signals and status of GNSS-based navi-
gation in an intuitive and concise form was one of the 
main design goals. 

The prototype development was based on 
the GALANT flexible multi-antenna receiver plat-
form that has being developed by the Institute of 
Communications and Navigation of DLR since 2008. 
The multi-antenna strategy adopted by the GALANT 
platform allows for exploring spatial diversity, i.e. dis-
criminating received signals by their directions of ar-
rival (DoA), and increasing the receiver’s robustness 
to radio-frequency interference (RFI) (Heckler et al., 
2011; Antreich et al., 2015). 

In the first and third prototypes, a maritime version 
of the array consisting of seven antenna elements 
disposed in a hemispherical platform was used. In 
the array, six elements are arranged radially and the 
seventh is placed on the top as shown in Fig. 1. The 
patch antenna elements allow for dual-frequency re-
ception in both L1/E1 and L5/E5a bands. The an-
tenna array is connected to the radio-frequency (RF) 
front-ends capable of processing information from 
the seven antennas with two channels, L1 and L5, al-
located for each antenna element. The front-end op-
erates at the intermediate frequency of 75 MHz with 
a bandwidth of 20 MHz for L1 and 24 MHz for L5. 
The analog intermediate-frequency (IF) outputs of the 
frontends are connected to a Nutaq PicoDigitizer dig-
ital signal processing platform. For sampling, the plat-
form uses a bank of 14-bits analog-to-digital (ADC) 
converters operating at 100 Msps sampling rate. 
The signal samples of all antennas at both frequency 
bands were recorded not continuously but in the 
form of snapshots, each of 30 ms long. The snap-
shot recording was triggered either on a regular basis 
for system monitoring purpose every 10 minutes 
or each time when GNSS interference is detected 
(Konovaltsev et al., 2017). Two ADCs are used for 
each array element because of the dual-band oper-
ation. The output power of the RF front-ends is fixed 
so that only 3–4 bits are used in nominal interfer-
ence-free signal conditions and the most of the ADC 
dynamic range is preserved for strong interference 

signals. In this way, no automatic gain control is used 
and the increase of the received RF power due to RFI 
can be directly observed. The pictures of the hard-
ware are reproduced on Fig. 2.

On the second measurement campaign, in 2022 
on board of a ship of BPol See, a monitoring system 
prototype base on a miniaturized version of the 
GALANT platform, which was operated as an array 
GNSS receiver, was deployed. In order to enable 
the interference detection and monitoring, the array 
receiver was extended to produce several test met-
rics as described later. While this platform has a small 
form factor and reduced cost, only four antennas and 
single-band operation can be supported. Therefore, 
a four-elements array shaped in a two-by-two square 
grid was used in this case (Fig. 3). Each of the array 
elements operates on GPS L1/Galileo E1.

The digital hardware of the miniaturized GALANT is 
based on a PicoZed-type system-on-module (SoM) 
mounted on top of a commercial base-board. The 
SoM is equipped with a Xilinx system-on-chip formed 
by a field-programmable gate array (FPGA), which 
enables simultaneous parallel processing of the four 
antenna channels, and a central processing unit 
(CPU), which allows for fast data exchange between 
the FPGA and a generic processor (Fig. 4).

The prototype based on the miniaturized GALANT 
was deployed with a tablet running a graphical 
user interface (GUI) allowing the user to monitor in 

SATELLITE NAVIGATION INTERFERENCE MONITORING IN THE BALTIC AND NORTH SEAS

Fig. 1 L1/L5 antenna array used in first and third measurement campaigns. Side view (a), and frequency response of a single antenna (b).

Fig. 2 Hardware of prototypes of interference monitoring system 

used in first and third campaigns. Two multi-antenna RF front-ends 

below the Nutaq PicoDigitizer on top.
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real-time the quality of the navigation signal and the 
directions of arrival of interference signals in form of 
an angular spectrum (Fig. 5). Among the signal quality 
metrics given by the GUI were: position information, 
the range accuracy, the quality of the satellites’ sig-
nals represented by the ratio between the signal and 
noise power densities known as carrier-to-noise ratio 
(C/N0). In the angular spectrum, hotter colors depict 
stronger power impinging from the respective eleva-
tion and azimuth angles in the local Cartesian coordi-
nates of the ship.

Following the GUI development from the second 
measurement campaign, on the third (and last) cam-
paign, carried out again on board of the BSH ship, a 
graphical user interface was added to the monitoring 
system prototype as shown in Fig. 6. The user inter-
face was displayed on a dedicated notebook. The GUI 
panels on the upper part show GNSS signal quality 
metrics such as the user position information, sky-plot 
of visible and used GNSS satellites as well as C/N0 
bar plot. The lower half of the GUI screen presents 
several RF-level characteristics of the received an-
tenna signal: angular spectrum allowing for identifying 
the angle of arrival of an interference signal as well as 
power spectrum density and spectrogram allowing 
for monitoring the behavior of an interference signal in 
time and frequency domains. Also, a commercial L1/
L5 receiver, NEO-F10T of u-blox, was integrated in the 

monitoring system. The objective of that receiver was 
two-fold: to assess the actual interference effect on a 
typical commercial receiver, and to compare the inter-
ference detection available in the commercial receiver 
with the one provided by the system prototype. The 
use of commercial GNSS receivers for the RFI detec-
tion purposes is considered to be a practical option, 
especially in case of large area monitoring (Jada et al., 
2022; Dimc et al., 2017).

3 Data analysis
3.1 Detection through signal and statistical 

processing
Due to the power of GNSS signals sitting below 
background noise level, the digital samples follow 
the Gaussian distribution characteristic of white noise 
samples. Moreover, GNSS signals are modulated with 
pseudo-random noise (PRN) codes at transmission, 
which allow them to be recovered even if the signal 
power is below that of noise. The latter, because of 
its properties similar to thermal noise, also causes 
the signal to have Gaussian distribution. For these 
two reasons, the shape of nominal signals (i.e. in in-
terference-free scenarios) distributions is known to be 
approximately Gaussian.

Thus, increases in the received power caused by 
interference signals change the statistical distribution 
of the digital samples, and such changes can be 

Fig. 3 L1 antenna array used with miniaturized version of interference monitoring system in second campaign. Square two-by-two antenna 

grid (a) and frequency response of a single antenna (b).

Fig. 4 Top- (a) and front-view (b) of the case with the four antenna channels containing the hardware of miniaturized version of interference 

monitoring system used in the second campaign. 
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detected via statistical methods that count the number 
of samples lying beyond pre-determined thresholds 
(Konovaltsev et al., 2009; Motella & Lo Presti, 2014). 
The thresholds are determined in laboratory to take 
into account the physical characteristics of the an-
tennas and hardware when capturing signals in nom-
inal conditions. A priori this threshold calibration can be 
made to implement the algorithm to any antenna and 
front-end designed to operate in GNSS frequencies. 
As depicted on Fig. 7, if power is increased due to 
interference too many samples lie beyond the thresh-
olds, triggering the detection.

This type of power-based detection method is 
more suitable to detect interference signals with ele-
vated power, i.e. usually jamming signals. However, 
as already shown in Akos (2012), even spoofing sig-
nals can be detected using power-based methods. 
Specifically, the publication monitors the Automatic 
Gain Control (AGC), which is implemented in the RF 
front-end and controls the gain of the incoming signal 
to adjust it to the ADC dynamic range and avoid re-
ceiver saturation. This gain serves as a metric for RFI 
detection. In GALANT, as already stated, there is no 
AGC but the very wide dynamic range of the ADCs 
allow for the observation and recording of RFI signals 
with good definition without saturation.

The signal power variations ΔP
in,dB

 due to interfer-
ence have been profiled throughout the campaign 
as the increase of the average input power P

in
 of the 

nth signal snapshot with respect to the nominal level 
– described by Eq. 1 and depicted on Fig. 8. The 
nominal level is represented by the expectation of the 
input power in nominal conditions 𝔼(P

in,nom
), and it was 

approximated by the mean of the average snapshot 
input power not flagged with interference in a selected 
time-window (e.g. a week of recordings). This metric 
was computed specifically for the top antenna of the 
array as it is representative of usual commercial re-
ceivers for possessing small low-elevation gains for 
being oriented upwards. With the power variations of 
interference events, they were classified in weak, me-
dium and strong.

From the measurement campaigns, many different 
types of interference signals were recorded, and their 
waveforms could be identified from their time-fre-
quency representation in their spectrograms (Fig. 9). 

With these two information, the relevant interference 
events could be identified as caused by strong power 
signals with waveforms close to the GNSS center 

Fig. 5 GUI of miniaturized version of interference monitoring system. GUI information panels from laboratory test (a) and tablet running GUI on board of ship (b).

Fig. 6 GALANT Platform GUI in the third measurement campaign. Screenshot of the GUI in operation (a) and GUI continuously running on display laptop (b).

(1)
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frequency of the respective system (e.g. the contin-
uous-wave RFI close to the 1575.42 MHz carrier of 
GPS L1 in Fig. 9) or considerably overlapping the 
spectrum of the GNSS signal (see the wideband RFI 
in Fig. 9). It steered the data analysis, because these 
signals are the most efficient to cause degradation or 
the complete loss of navigation given their high power 
and their spectral match with the nominal signal.

Moreover, the analysis of the signal type made pos-
sible the identification of the source of the interference 
in some situations, as it was the case with signals 
emitted by ARNS base stations, which possess highly 
structured signals whose waveforms are known.

3.2 Detection through spatial processing
Another method used in the developed system pro-
totypes to detect interference was based on spatial 
processing using the signals coming from the multiple 
antenna channels of the receiver. Given the geometries 
and the number of antennas, the system is capable 
of performing spatial processing for the estimation of 
the interference signals DoA, and consequently for 
the protection of the receiver by nulling the receiving 
power impinging from the estimated direction.

The capacity of interference detection relied primarily 

on the monitoring of a so-called pre-whitening screen 
which scans the environment around the receiver and 
shows the regions with increased power coming from 
the respective direction, as depicted on Fig. 10. If a 
specific area of the environment around the receiver 
has increased power, it means stronger signals are 
impinging from the respective direction, indicating the 
presence of interference signals.

This spatial processing and identification of the 
strong signals DoA was exploited in Pérez-Marcos et 
al. (2018) to detect also spoofing. There the authors 
worked with spatial processing to indicate if a large 
number of satellite signals was being emitted from the 
same direction, which is usually the case for sophis-
ticated spoofers. Dangerous spoofing attacks often 
transmit not a few but a large number of fake satel-
lite signals corresponding to different satellites. Thus, 
whereas authentic satellite signals come from different 
directions from the sky, signals of a spoofer attack 
come from the same direction, which can be detected 
by the technique of Pérez-Marcos et al. (2018).

3.3 Detection through signal quality monitoring
The last class of techniques adopted to detect inter-
ference is based on the monitoring of signal quality 

Fig. 8 Increase of the antenna array central element's input power due to RF interference in 2021.

Fig. 7 Digital Samples of the Received Signal. Nominal case from June 26, 2021 at 10:21:43 MET (a) and RFI case from June 26, 2021 at 

11:30:03 MET (b).
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metrics that can indicate the presence of interference 
signals in the environment. Usually this approach 
might be misleading as the reduction of the signal 
quality might be due to suboptimal environmental 
conditions (e.g., hard weather conditions, physical 
coverage caused by tall buildings), or due to the ab-
sence of satellites in high-elevation. Because of these 
factors, the monitoring of the signal quality must be 
considered as an additional effort to help assessing 
the impact of interference events, or as supplemen-
tary method of interference detection.

One of these metrics is the Position, Velocity 
and Time (PVT) solution, which was evaluated in 
Tabatabaei Balaei et al. (2007) to assess the impact of 
interference, since receivers under interference heavy 
environments might not be able to accurately compute 
the PVT solution, or even to compute it at all. Another 
possibility is to monitor the drift in the PVT solutions: 
if the position and velocity change rate is suspicious 
(e.g., the navigation system is displaying a movement 
the receiver is not doing), or completely wrong. 

Another widely used metric for monitoring is 
the C/N0, which represents the ratio between the 
power density of the signal of interest and the noise. 
This is a well-exploited metric to indicate the signal 
quality, and is often used even to decide if a tracked 
satellite should be or not considered for the PVT 

computation. As much as many factors may be 
sources of impairments that reduce the C/N0, it can 
still be used to monitor the presence of interference 
(Groves, 2005). Both of these metrics were adopted 
and used in the developed system prototypes, and 
are exemplified in Section 3.2.2.

3.4 Data processing
During the measurement campaigns data was pro-
cessed automatically to detect interference signals 
and to display navigation information in real time. 
After the campaigns, the recorded data was further 
processed in laboratory to retrieve information on the 
interference nature: the signal waveform, the strength 
of the signals, and how it impacted the navigation 
capabilities of the receiver. Two sets of data were 
recorded: from the GALANT platform and from the 
u-blox receiver.

The GALANT raw data is recorded in binary files and 
is the output of the ADC in IF: the digitized samples of 
the real-signals of both L1/E1 and L5/E5a channels. 
It was processed in two steps: in pre and post-cor-
relation domains. Correlation is the operation respon-
sible for recovering the incoming signal from beneath 
the noise floor and for synchronizing it with the GNSS 
receiver. Signals modulated with the right satellite PRN 
code are enhanced while all the other are attenuated. 
A quick review on this process in the navigation re-
ceiver is described in Braasch & van Dierendonck 
(1999). With the raw data information like the signal 
waveform, the list of satellites whose signals were 
received and their respective C/N0 levels can be ob-
tained, however position cannot be calculated.

The u-blox processing was performed by parsing 
its recorded data, which only possesses information 
already processed by the receiver, i.e. it does not 
provide raw data that can produce the same results 
of the pre-correlation stage of the GALANT raw data. 
Its use is for monitoring the navigation signal environ-
ment. Overall, u-blox is a very complete receiver that 
can provide many different sorts of information from 
parsing its data: list of tracked satellites, C/N0 levels, 
receiver heading orientation, interference status, gain 
of the AGC, and etc.

3.4.1 Pre-correlation processing
Pre-correlation data is predominantly thermal noise 

Fig. 9 Radio-frequency Interference Signal Types: narrowband multi-tone pulses (a), single-tone continuous-wave (b) and wideband chirp signal  (c).

Fig. 10 Pre-whitening monitor displaying strong signal power in the environment from approximately 45° 

of rotation and 68° of elevation caused by test interference generated in laboratory.
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in nominal situations, and signal waveforms above 
noise level in situations of medium and strong inter-
ference. All the rest is below noise level, including 
GNSS signals. Some of the products of the pre-cor-
relation processing are: the spectrograms (as in Fig. 
9), power spectrum densities (PSDs, i.e. the profile 
of the spectrograms averaged in time), time plots of 
the digital samples, and signal DoA estimations (al-
lowing for the rough localization of the interference 
sources). An example in Fig. 11 reproduces an event 
that raised the input power in more than 16 dB.

3.4.2 Post-correlation processing
As to the post-correlation data processing, satellite 
acquisition is performed providing valuable informa-
tion on the navigation conditions under the influence 
of interference, to assess how it impacts the capabil-
ities of a receiver to produce reliable PVT information. 
Some products of this processing are: the list of 
satellites that could be acquired, and the quality of 
their respective signals. The former can be compared 
to the actual constellation of visible satellites on the 
place and time of the interference event to assess 
how severe the impacts of the interference is. For 
this end the publicly available GPS and Galileo al-
manacs can be used (U.S. Department of Homeland 
Security, no date; European Union Agency of Space 
Programme, no date).

3.4.3 u-blox data processing
With the data recorded from the u-blox, navigation 
and satellites information could be retrieved to com-
plement information from the GALANT platform, and 
to be displayed for real-time monitoring. Among the 
products of the u-blox data processing there are: the 
PVT solution, the list of acquired and tracked satel-
lites in a sky-plot, and a bar-plot displaying the quality 
of the tracked signals with their respective C/N0 
levels. On Fig. 12 the information and plots are re-
produced as an example from the GUI (described 
in the next section), and was provided to the user 
in real-time for monitoring.

3.4.4 Real-time RFI monitoring using the GUI
The GUI assembled information from both the 
GALANT processing chain and the u-blox receiver to 
display in real-time for the operators. It was capable 
of recording screenshots whenever interference was 
detected, being a helpful guidance for the data anal-
ysis of the most relevant cases. One screenshot 
example (Fig. 13) – of a very strong interference event 
caused by a wideband signal in L1 band – illustrates 
the visual of the interface during an event so strong 
that prevented navigation capacity.

The impact on the satellites acquisition and tracking 
can be perceived on the C/N0 window of the GUI, 
with only four blue bars (corresponding to GPS signals 
in L1 band) out of the 11 appear and indicating very 
weak signal strengths, making it impossible to provide 

Fig. 11 Pre-correlation processing results of October 24, 2023, at 07:59:41 UTC: interference direction-of-arrival in the pre-whitening map (a), 

and its waveform in the spectrogram (b).

Fig. 12 Results of the u-blox processing from September 26, 2023, at 02:09:48 UTC. Information from the PVT solution (a, left), skyplot with GPS and Galileo satellites (a, right) 

and signal quality with the C/N0 of the respective tracked satellite signals (b).
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new PVT solutions. C/N0 levels between 40 and 55 
dB-Hz are very good, and levels below 40 are prone 
to produce noisier PVT solutions the closer the C/N0 
is to 30 dB-Hz, under which it becomes critical.

The interference type was flagged as jamming and 
spoofing by DLR’s GALANT platform, and only as 
jamming by the u-blox receiver. The spoofing indica-
tion was probably due to the strong jamming power 
leaking through the correlators, thus propagating into 
the post-correlation domain. In this domain, the spa-
tial technique described in 3.2 confuses this additional 
power as contributions from spoofing signals, causing 
the indication of spoofer.

The GUI could also deliver real-time DoA estima-
tion of the RFI signal, allowing the interested operator 
to spot the source or at least the direction where it is 

coming from. 
A second example of the GUI screenshot used 

for post-processing analysis is on Fig. 14, illustrating 
the detection of a strong L5 interference signal im-
pinging on the receiver. The DoA estimation was not 
available for L5 band because it would require spe-
cial calibration of the software for this band. From the 
spectrogram, the waveform and the center frequency 
of the signal indicate it to be an ARNS distance meas-
urement equipment (DME) or its military counterpart 
tactical air-navigation (TACAN) signal (more details on 
section 4.2). Although often interfering with receivers 
positioned close to their stations, this type of signal 
usually does not cause considerable impacts on the 
navigation capabilities. In case of L5 interference, it is 
important to notice that some GPS satellites still do not 

Fig. 13 GUI Snapshot of a very strong L1/E1 RFI event on October 2, 2023, at 13:17:47 UTC. All GPS and Galileo satellites were affected.

Fig. 14 GUI Snapshot of a strong L5/E5a RFI event on September 27, 2023, at 13:46:10 UTC.
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transmit L5 signal (QZSS, 2024). The lack of flagging 
by the u-blox receiver was due to the higher sensitivity 
of DLR’s GALANT system compared to the u-blox, al-
lowing only the former to detect it.

4 Radio-frequency interference events
Many relevant interference events have been as-
sessed in the scope of the measurement campaigns 
post-processing analysis. In the campaigns de-
ploying the GALANT demonstrator there were over 
5000 detections in the L1 band as well in L5, but not 
all caused damaged to the receiver, so for this reason 
the focus of the analysis was on events that raised 
the nominal input power over 5 dB. Nonetheless 
this still represents a large number of events for this 
work, so only one analysis is reproduced here as an 
example of the procedure performed in the post-pro-
cessing stage.

Moreover, in this section the overview of the geo-
graphical and time distributions of the interference 
events is presented. It is possible to identify the hot 
spots of interference occurrences using these plots 
(e.g. ports when the ship was moored). Thanks to the 
thorough analysis it was also possible to correlate the 
signal type and estimated direction-of-arrival with the 
probable source of the interference event. 

4.1 Very strong interference event in GPS L1
On July 8, 2021 at 08:23:27 UTC, the GALANT 
platform detected a very strong interference signal 
that raised the nominal input power on 13.4 dB (see 
the second point above 5 dB in Fig. 8). According 
to the automatic identification system (AIS) data 
from the BSH ship, the latter was moored on the 
Fischereinhafen Eins port in Bremerhaven (Germany) 
the entire July 8, as depicted on Fig. 15.

Following the pre-correlation processing described 
in Section 3.2, the computations of the signal’s spec-
trogram, PSD, and digital samples evolution in time 
(Fig. 16) indicate that the interference was caused by 
a wideband chirping signal, i.e. a signal whose fre-
quency increases in time following some determined 
law by the signal generator. As to the wideband as-
pect of the signal, it is so classified due to its large 
spread around the carrier frequency of the GPS C/A 

L1 signal, perceivable on the PSD (Fig. 16 bottom left). 
As it will be better seen later, wideband interference 
was the most efficient form of jamming in saturating 
the receivers and making it lose signal quality or even 
tracking of the satellites.

The most affected antenna by the interference 
signal was antenna element 4, and for this reason the 
analysis is performed on the signal recorded from this 
antenna channel. The duration of the even was short 
lasting approximately for 100 seconds, indicated by 
snapshots with detected interference (again via the 
statistical technique described in Section 3.1.1) be-
fore and after the snapshot. During the event the 
most affected antennas were elements 4, 5 and 3, 
identified by the plot of the instant power increase on 
Fig. 17.

Following the antenna channels power profile, the 
position of the ship, and the heading angle (the latter 
two information provided by the AIS data) the DoA of 
the interference signal can be estimated, and in this 
way the position of hot spots regarding interference 
sources could be tracked in multiple days of strong 
events. Whenever the ship was moored, the DoA 
would point towards the city, and whenever the ship 
was on the sea, it would point to the coasts.

Regarding the impacts of the interference event on 

Fig. 16 Time-frequency spectral analysis of the very strong interference event on July 8, 2021. Spectrogram above noise-level (a), RFI spectrum superposing L1 C/A spectrum (b) 

and chirping characteristic and chirping period of the pulses (c).

Fig. 15 Position of the BSH ship on July 8 2021 during the very strong interference event.
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the receiver, the best way to assess it is by analyzing 
the satellites acquisition and the respective C/N0 of 
the signal. For this end, the post-correlation proce-
dures (described in Section 3.2.2) was conducted 
with DLR software using the recorded data. In the 
case of this event, no satellite could be acquired, 
which demonstrates the aforementioned effective-
ness of the wideband interference, making the re-
ceiver blind to all satellites in the visible constellation.

4.2 DME/TACAN interference in GPS L5
Differently to the case with GPS L1/Galileo E1, the 
GPS L5/Galileo E5a band is shared with ARNS sys-
tems. In the months of the measurement campaigns 
using the dual-frequency GALANT platform, the re-
ceiver recorded many instances of interference 
caused by the DME/TACAN system (Ostemeier, 
2009). Since these are official systems, their struc-
tures are well known in the literature (Gao, 2007), and 
the methods to mitigate them as well.

On Fig. 18 the time-frequency signal waveforms 
are depicted from an actual case of interference. As 
it is the case with the effectiveness of wideband in-
terference signals in L1, it is also true that the fre-
quency sparse (and well located) structure of the 
DME/TACAN signal doesn’t pose a big threat. Still, if 
not tackled, DME/TACAN interferences can become 

a nuisance to the GNSS receivers, being respon-
sible for disturbances that can affect navigation 
capabilities.

The majority of the strongest interference events 
in L5 were caused by DME/TACAN signals, and 
as such, their source could be traced back to the 
DME/TACAN base stations located around the areas 
where the BSH ship navigated and the AIS at the re-
spective time of the interference detection, with one 
example reproduced on Fig. 19 when the ship was 
constantly under the influence of a VOR (Very High 
Frequency Omnidirectional Range) -DME station in 
the Heligoland island. As mentioned before, these 
are official non-malicious systems whose intended 
purpose is solely to aid the navigation of airplanes 
when taking-off, approaching and landing.

4.3 Geographical overview of RFI events
In the pre-correlation processing, the power increase 
of the top array element with respect to the nominal 
levels (as described in Section 3.2.1) was profiled 
throughout the measurement campaigns. They pro-
vide the time distribution of the interference events 
throughout the months of the campaigns, which 
allows to investigate how active RFI sources in deter-
mined times of the year. On Fig. 20 are reproduced 
the power profiles with time in the GPS L1 band, 

Fig. 17 Antenna channels power profile in consecutive snapshots due to very strong interference event in L1 band.

Fig. 18 Interference case in L5 band on June 16, 2021, at 13:18:45 UTC. TACAN signal in 30 ms snapshot (a), spectrum of TACAN signal (b) and DME mode-X pulse pair in 

TACAN signal (c).
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whereas on Fig. 21 are depicted the profiles in the 
GPS L5 band. The reason behind the gaps in the 
2023 profiles in both L1 and L5 are due to a power 
shortage that turned off the monitoring system.

It is noticeable the wide power fluctuation of the 
interference events with time, indicative of the dif-
ferent type and sources of the interference signals. 
Very strong interference is rarer, but as the example 
analysis in Section 4.1 demonstrated, the risk is also 
related to the interference signal spectrum overlap-
ping the navigation signal spectrum. In this way, even 
weaker interference events can still be dangerous.

Finally, using the RFI recordings and the AIS data 
of the ship, it was possible to also identify the geo-
graphical distributions of the most relevant RFI events 
in L1 and in L5 bands during the measurement 
campaigns, reproduced on Figs. 22 and 23 to pro-
vide geographical knowledge on the most affected 
areas in the Baltic and North Seas. On both maps 
each point does not necessarily represent a single 
event, but might refer to a cluster of several events in 
the same location.

The North Sea was not so much affected during 
the measurement campaigns as the Baltic Sea, in 
which the incidence of relevant interference events 
was most prominent in different areas: harbors, ca-
nals, and in waters, especially closer to the coasts. 
Although many interference cases have been ob-
served far from the coast, the impact of these events 
on the receiver was not significant. In the special case 
of L5 there is, in addition to all of these hotspots, the 
geographical correlation of frequent relevant events 
and the proximity to DME/TACAN stations.

5 Conclusions
The capacities of the GALANT platforms for mon-
itoring RFI were presented: how they detected 
signals, recorded them, and displayed the real-time 
situation for live monitoring of the GNSS frequency 
bands and the occurrence of interference events. 
Among over 5000 detections in each band, many 
relevant events were identified and analyzed, demon-
strating capacity to visibly disturb navigation systems, 
and sometimes even to cause denial-of-service. 
These concerning events could be traced back to 
specific areas of frequent occurrence: mostly close 
to the costs around the paths of the ships, in areas 

Fig. 21 Input Power Increase with respect to Nominal Levels in L5 Band: measurement campaign in 2021 (a) and measurement 

campaign in 2023 (b).

Fig. 20 Input Power Increase with respect to Nominal Levels in L1 Band: measurement campaign in 2021 (a) and measurement campaign in 2023 (b).

Fig. 19 Positions of the BSH ship next to VOR-DME station at moments of relevant interference events 

in L5 band.
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around harbors when the ships were moored, and 
in the vicinity of base stations of legitime and official 
systems that can nonetheless interfere with GNSS, 
such as DME/TACAN. In the open sea, the further 
the ships were to the surrounding coasts, the smaller 
was the frequency of RFI events, and also the weaker 
they were.

The power profile in time was very diverse but still 
featured considerable occurrences of strong events. 
Although not the only parameter to determine the 
capacity to damage receivers, the stronger the inter-
ference signal, the stronger is the disturbance. Also 
diverse were the signal types: continuous-wave, 
wideband signals similar to personal privacy devices 
(PPDs), pulsed signals with determined duty-cycle, 
out-of-band signals mostly caused by defects in 
non-malicious systems, and others. The majority of 
the events did not cause big impacts, however there 
have been some situations of complete loss of nav-
igation capacity, and in many other times navigation 
was considerably disturbed, which could last unin-
terruptedly for more than 10 minutes as it happened 
several times, for more than one hour as in some 

occasions, or even during most of the day. The most 
dangerous signals were strong wideband chirps, 
because they naturally sweep the frequency band 
around the GNSS signal, making it easier for their 
spectrum to overlap. The scene is not static, varying 
in months and years, thus it needs to be monitored 
in order to track concerning evolutions of the situa-
tion, and the developed prototypes were proven to 
be suitable for this task.
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